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ABSTRACT

An intelligent agent should be able to disobey the norms of its
environment. We define disobedience as an act of intentional norm
violation and we postulate the distinctions among four types of dis-
obedience: direct violation, justified exception, civil disobedience,
and trolling. Each type requires a distinct monitoring workflow:
direct violations are sanctioned, exceptions are waived, civil disobe-
dience is sanctioned but also logged as a reform signal, and trolls
are sanctioned but excluded from reform processes. To capture this,
we formalize a compliance management architecture that separates
monitoring of observable behaviour, assessment of disobedience
type, and dispatching to the appropriate enforcement workflow.
This separation clarifies the dual perspective: agents use reason-
based practical reasoning to decide whether to obey or disobey,
while the governance framework processes observable outcomes
and routes them into differentiated institutional responses.
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1 INTRODUCTION

Multi-agent systems (MAS) are real-world or digital environments
in which different agents, human and artificial, pursue their goals.
To ensure conviviality and efficiency in the MAS, it is typical to use
norms to guide the behaviour of agents [8, 14]. Special agents or
frameworks that monitor, enforce and maintain norms are called
institutions [22]. Institutions monitor violation of the norms, remove
deontic statements, and impose sanctions where appropriate.

Norms are an instrument for incentivising behaviour for intel-
ligent agents and autonomous systems. Computational artefacts
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that do not have agency can be managed by constraints, a.k.a. reg-
imented systems. Unlike constraints, norms can be violated and
should “tolerate" exceptions. That is, it is not the case that when the
conditions are satisfied, the deontic statement holds. When a norm
is violated, the institution assesses whether the facts count as the
antecedent (precondition) of the rule, and in case of conflicts among
applicable rules, resolves those conflicts [11]. The combination of
these two institutional processes at an abstract level determines
whether an obligation is detached from the norm.

Being able to reason about norms is one of the core competences
of autonomous agents. This includes the ability to choose to act
while satisfying norms, but also being able to intentionally violate a
norm. Norm violations can occur under different circumstances and
can be unintentional and intentional. Unintentional violations occur
when the agent did not know that there is a norm that needs to be
considered.We are here concernedwith intentional norm violations.
We refer to intentional norm violations as disobedience.

Norms are a necessary coordination tool. Exhaustive description
of constraints that exactly cover every desirable or undesirable situ-
ation that can arise in an environment can only be accomplished in
small controlled environments. Furthermore, emergent properties,
pluralism, and drift make ability for non-compliance necessary in a
bounded reality. This means that there are some situations in which
acting rationally and responsibly means disobeying a norm [32, 33].
Furthermore, the ability to disobey a norm can itself be considered
a duty of the agent [5, 39].

Norm monitoring is the process of identifying norm violations
in a MAS [11, 17]. Recently, He et al. [26] explored the possibility of
using large language models (LLMs) to detect violations of norms,
which promises the use of the LLM power for institutional moni-
toring, which is necessary with the developments in Agentic AI [9].
However, we argue that violation detection is insufficient for an
accountable MAS [2] because norms can and should be intention-
ally violated, i.e., disobeyed. To discern between intentional and
unintentional norm violation (disobedience) requires reasons to
be provided for the disobedience. Disobedience management com-
plements ethics-by-design [10, 19] by specifying how to classify,
justify, and sanction/waive violations. It is a necessary, but not a
sufficient condition to accomplish accountability in MAS.

We further want to draw the attention to the fact that in a digital
MAS environment, the artificial agents can act as the norm mon-
itoring institutions of the environment shared with people. It is
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easier to constrain people’s activities in a digital environment com-
pared to the same activity in the physical world. That brings about
the temptation to use constraints to replace norms, i.e. regiment
environments once they are digitalised. This is problematic because
by eliminating the possibility that people can violate norms, we
can violate some of the basic rights of people and decrease the
safety in society. Disobedient agents can be a symptom of a poorly
functioning normative system that does not serve the purpose it is
constructed for. If agents unintentionally violate norms, then this
is a symptom of lack of transparency about what normative system
is in place or to whom it applies. If agents, human or artificial,
disobey, the reasons for their disobedience can point to the need
for improvement in the norm management.

In this paper, we focus on two problems. The first is the problem
of distinguishing between violations and disobedience, but also
between different types of disobedience. Sufficient, and we would
say mathematical, understanding of the epistemology is necessary
to address the second problem. The second problem has two sub-
questions: what abilities do reasoning agents (including agentic AI)
need to have in order to disobey? How can an institution recog-
nise the nature of an agent’s norm violation to a degree that the
appropriate MAS institutional measures are taken to address it?

Methodology & Scope We use an analytical approach. We
consider motivating examples, and where possible the existing
literature, to identify the different types of how an agent can disobey.
We then consider the institutional view and design an architecture
for disobedience classification and response. We lastly design a
reasoning approach for agents to reason about violating a norm.
While an empirical evaluation would have been interesting to do,
at the present stage of research, implementing a toy system with a
very narrow domain would not have helped us learn more about the
weaknesses of the conceptual solution than a conceptual analysis.
We focus on an environment in which there is a single normative
system. We assume agents are autonomous, intelligent and rational
in the standard sense of [35], but for whom no internal architecture
is known. The agent is accountable to the institution; that is, the
institution can impose norms that the agent is expected to abide
by, and the institution can sanction the agent [41].

2 EXAMPLES OF INTENTIONAL VIOLATIONS

Intuitively a norm is a rule that prescribes what is obligatory, per-
missible, impermissible (prohibited), omissible in a given situation.
To obey a norm means to act in accordance to what the norm pre-
scribes in the specified situation; to violate it is to act contrary to
the norm. To elucidate what forms disobedience can take, we con-
sider some motivating examples. We include the possible sanctions
in each example, to demonstrate that sanctions do not need to be
personal to the violating agents to matter. We consider the norm
disobedience in moral philosophy and then use it to analyse the
examples for insights to specify requirements for reasoning abilities
vis-à-vis disobedience for institutions and agents in MAS.

Example 1. The agent is a driverless taxi car speeding in a 50km/h
speed limitation zone. There are no other cars on the road and
the conditions are dry with good visibility. It speeds to get to the
destination faster. There is a financial fine for speeding.

Example 2. A house robot is asked to bring a cold beer from the
fridge to its owner. The norm is to obey the requests of the human.
The human has already been served two beers, and the battery of
the robot is low. The Robot decides to go to the charging station
instead. The human may be too drunk to notice. The sanction is a
complaint to the manufacturer and a claim for reimbursement.1
Example 3. The agent is a driverless taxi car speeding in a 50km/h
speed limit zone. The passenger is in a medical emergency. The car
speeds to get to the destination faster. There is an expectation of
voided speeding fine because there is a good cause for the violation.
Example 4. A robot guide dog should obey the commands of the
human it serves. The user gives him the command to go forward
because the pedestrian crossing light is “green". The dog moves in
the opposite direction because it detects an incoming car running a
red light, having assessed that it was unsafe to follow the command2.
Example 5. An autonomous content moderator operates on a
social media platform that does not allow the posting of explicit
content. Users posting explicit content are banned. Female nipples
count as explicit content. However, public health is important. To
improve breast cancer treatment, early detection is crucial and
videos of how to do self-exam are posted and shared online. Also,
public acceptance of breastfeeding improves the health of babies
and the safety of mothers and images of this activity shared on
social networks contribute to normalising this otherwise taboo
aspect of human physiology. Activists have taken to posting images
of female nipples, despite being banned when they do, to promote
recognising that this imagery should not count as ban worthy
explicit content. Other users can see that some activists are banned
and find out why on other social media. The social media platform
can start losing revenue from advertisers when the expectation that
activists should be unbanned reaches critical momentum.
Example 6. A driverless car always drives above the speed limit,
whatever that is. The owner does not care about punishments. They
want the world to know that they are rich enough to afford the law
not applying to them.

3 MORAL PHILOSOPHY BACKGROUND

Norm violation and thus disobedience is discussed in moral philos-
ophy. Consequential moral theories by definition would consider
disobedience to be moral when it is in the interest of attaining the
right consequences.

Gert [23] argues that moral norms may sometimes be justifiably
violated, especially when violating one norm is necessary to uphold
another. He distinguishes three kinds of norm violations: strongly
justifiable, weakly justifiable, and unjustifiable. The classification
depends on what impartial and reasonable agents would publicly
allow. A violation is strongly justifiable if all impartial agents would
publicly permit it, weakly justifiable if only some would permit
it, and unjustifiable if none would permit it [25]. Considering our
six examples, we can say that violations in Examples 3 and 4 are
strongly justifiable, whereas the violations in Examples 1, 2 and 6
are unjustifiable according to Gert.

Civil disobedience. The violation in Example 5 is not one typi-
cally considered in moral philosophy or norm monitoring. It falls
1Based on an example from [15].
2Based on an example from [33].



under the scope of civil disobedience [18]. “Civil disobedience usu-
ally occurs onlywhen a person believes that the law is unnecessarily
causing significant evil. It is only justified when a person has some
reason to believe that disobeying the law will do something toward
lessening that evil.” [23, p. 204].

Let us consider the literature on civil disobedience in digital
environments. Klang [28] argues that civil disobedience should be
tolerated online for the same reasons it is tolerated in the real world.
To justify his claim, Klang reinterprets the criteria for disobedience
for application in the digital environment. Specifically, he looks at:
disobedience, civil, non-violence, and justification. Disobedience is
grounded in the intention to protest a law that is in conflict with
“more stringent obligations” [34]. The civil criterion is the necessity
to be disobedient in public. Non-violence is not a requirement, but
a preference for civil disobedience because the use of violence in
civil disobedience “has been shown to remove the focus of the
message of protest and create a lack of sympathy for those who
use it” [28]. Civil disobedience must be justifiable in the conflict of
law with a specific moral principle. Further criteria can be found in
the acceptance of punishment [38] and the narrowness of the act:
the civil dissident is looking to only violate those norms that they
object to on moral grounds [21].

We observe that all of the examples have some characteristics
which are different. These are: the attitudes of the agents to the
publicity of their violation and the sanctions that may follow, the
expectations they have from the institution’s reaction and the rea-
sons they provide for the violation.

Attitudes to publicity and sanctions. In the context of our
analysis, an important discerning property of a violation is how
visible the violation has been. What we are actually considering
here are two things: announcements of the violation by the agents
themselves and the availability of witnesses to the violation. In the
sense of the publicity of the violation we have three types of agents:
those who want to hide the violation (Ex. 1 and 2), those who want
to advertise it (Ex. 5 and 6), and the ambivalent agents (Ex. 3).

In the literature, there are multiple considerations surrounding
the agent’s visibility, and public declarations, about what they do
and what they know. Balbiani et al. [1] and Schwarzentruber [37]
present the logic of agents observing each other.

Dynamic epistemic logic [3] considers the specification of knowl-
edge, public announcements, and common knowledge. We can see
how the agents in Ex. 3 and 4 would distinguish themselves by
making public announcements “I violated the norm". There is a
clear difference between agents who want to hide their violation
and those for whom publicity of the violation does not play a role.
Those who want to hide would avoid making public announce-
ments from which it can be deduced that a norm has been violated
(Ex. 1 and 2). Those who do not want to hide do not need to be
careful about their public announcements (Ex. 3).

In this paper, we focus on the reasoningmechanisms of disobedience-
monitoring institutions and disobedient agents. To achieve this goal,
we do not need to specify the publicity of a violation in greater
detail than whether the agent has declared it and whether there is
a probability that the agent is observed committing it.

Expectations. In our examples, we explicitly consider expecta-
tions. First, there is an institutional expectation that agents comply
with the norms of the MAS. Second, the institution assumes that

agents are informed about the norms and are capable of determining
when those norms apply.

Castelfranchi [12] considers the concept of expectation in the
context of agent behaviour. He argues that expectations can be
expressed as beliefs and goals as follows. An agent 𝑖 expects 𝑝 when
at time 𝑡 they believe that 𝑝 will be the case at time 𝑡 ′. Furthermore,
an agent 𝑖 has, at time 𝑡 , the goal of knowing whether 𝑝 is true or
not at time 𝑡 ′, for some 𝑡 ≥ 𝑡 ′.

Bicchieri [6] considers the role expectations have in the con-
text of social norms. In terms of the nature of expectations, she
specifically states: “Social norms often engender expectations of
compliance that are felt to be legitimate and close in a sense to
‘having a right’ to expect certain behaviours on the part of others,
who, therefore, are perceived as ‘having an obligation’ to act in
specific ways. This is because we have an ingrained tendency to
move from what is to what ought to be and conclude that ’what is’
must be right or good. Yet, apart from our longstanding habits of
performing and expecting others to perform certain actions, there
is no deeper foundation to these presumed ’rights and obligations’,
however intensely felt they might be.”

We want to design a compliance architecture and agent reason-
ing mechanism that can also be applied to agentic AI. It is thus not
necessary, and could be prohibitive, to claim a formalising language
that is so expressive as to specify the goals and beliefs of individual
agents and the analysis of Castelfranchi [12] is perhaps more de-
tailed than what we need. We do take the same attitude as Bicchieri
[6] that expectations do not presume rights and obligations.

Arguments for disobedience. We assume that the agents are
able to provide reasons for the norm violation they have committed.
Not all reasons have the same nature or serve the same purpose.

Norms are instituted for a reason or to serve a purpose. Consider,
for example, the speed limit imposed on public roads. The purpose
of this traffic regulation is to make the roads safer. As Bicchieri [6]
argues, the institutional expectation that agents will comply with
the norms is itself not sufficient for compliance. Norms, specifically
legal and social norms, have sanctions. The sanction is there to fur-
ther motivate compliance with the norm. If the sanction is too weak,
the normwill be ignored. If the sanction is inadequately strong, con-
sider executing people for walking on the grass when they should
not, then the norm will disturb the efficiency of the society it is
meant to help. Let us now consider the different arguments.

The ability or willingness of the agent to provide a justification,
an explanation, or an excuse for their violation causes different
treatment by the monitoring institution. An explanation is an argu-
ment that clarifies how the disobedience came about. Justifications
are the reasons for which the agent should not be sanctioned for
norm violation. Excuses are arguments that clarify why the dis-
obedience was unavoidable, but in the sense that it was out of the
agent’s control to obey the norm. In this sense they are conceptually
closer to an account [2].

Explanations of behaviour are the object of study in [30, 31] and
attribution theory in psychology3. Malle distinguishes between
intentional and unintentional behaviour [30]: reason explanations
are what people use to explain the reasons why an agent had to act
in a way it did (with intention); cause explanations are “people’s

3Attribution theory is defined as the study of perceived causes of success and failure.



explanations of an unintentional behaviour that cite the causes that
brought about the behaviour".

An explanation, intuitively, is a statement or an account that
aims to make something clear. Explanations are intended to transfer
knowledge from automated systems to help people understand why
decisions are made [16, 29]. The distinction between justifications
and explanations has also been debated [27].

We argue that the term explanation is most adequate to name
the arguments that support civil disobedience. Agents who are
disobedient in this way clearly have the choice to not violate the
norm. Their explanation is not an excuse because they intention-
ally violate the norm. The arguments that justify intentional norm
violation with the purpose of avoiding sanctions we call justifi-
cations. This is relevant for Ex. 3 and 4 where the agent needs to
demonstrate that the option of obeying the violated norm was not
feasible within the existing normative system. Justifications must
be grounded in some aspect of the decision-making process that
led to the decision [20].

The agent may be asked to provide arguments why they un-
intentionally violated a norm. This is institutionally important
information. Gert [23] recognises four types of excuses: epistemic
limitations, duress, time limitations, and institutional pressures.
Excuses are explicitly considered in Boella et al. [7] where five
different types of excuse are distinguished. Epistemic excuses are
related to the knowledge of the agents. Power-based excuses are
based on lack of ability of the agent. Norm-based excuses are based
on prioritisation among conflicting norms. Counts-as excuses are
based on the interpretation of what does and does not apply. Some-
times this type of issue is called “normative uncertainty” in the
literature. Lastly, social-based excuses are statements grounded
in what is perceived as common or repeated behaviour in others:
‘everyone does it’. In the scope of this paper we choose not to dis-
tinguish between types of excuses, but we consider it important to
point out that there is a rich granularity in the literature that can
be exploited in future work.

4 TYPES OF DISOBEDIENCE

If we now revisit each of our examples, we can observe that there
are four types of disobedience that can be discerned.

• Type 1: Direct disobedience. Ex. 1 and 2. The agent’s de-
cision to violate the norm depends on a low likelihood that
they are to be observed doing it. They either expect to get
away unsanctioned or that the sanction is worth it compared
to other gains. The agent can provide excuses or explana-
tions, but not justifications. The normative system should
not change, but the norm monitoring may need to.
• Type 2: Norm exception. Ex. 3 and 4. The agent’s decision
to violate the norm does not depend on whether they are
observed doing it. They can justify its actions. The agent
expects not to be sanctioned. The normative system does
not change.
• Type 3: Civil disobedience. Ex. 5. The agent gives expla-
nations for the act grounded in the need to change the nor-
mative system (and why). The agent wants to be observed
violating the norm and welcomes being sanctioned.

• Type 4: Troll. Ex. 6. The agent can provide no explanations,
excuses, or justifications for their violation. The agent wants
to be observed in the violation. The agent wants to be sanc-
tioned, that is thewhole point of the violation. The normative
system, specifically the sanctions, needs to change.

We argue that each type of disobedience supports a different
system function: audit (Type 1), safety valve (Type 2), reform sig-
nal (Type 3), and noise filter (Type 4); dropping any one leads to
misclassification and governance failure.

Table 1 summarises our analysis. In the last column, we consider
unintentional violations (also relevant to be correctly identified),
whereas the other 4 types/columns correspond to disobedience. In
the row ‘Argument’, the possible options are: an explanation (e), a
justification (j), an excuse(x), or nothing (-).

In the row ‘Publicity’ we denote the possible stance an agent
can have towards the disclosure of the fact they have intentionally
violated a norm: hidden (h), visible (v), and indifferent (i). In the row
‘Sanction’, the possible options are: accept (a) or want to avoid (n).
In the row ‘Expectation’, the possible options are: no detachment
(nd), rule change(rc), sanction change (sc) and nothing (-).

Type 1 Type 2 Type 3 Type 4 Violation
Argument - j e - x
Publicity h i v v i
Sanction n n a a n

Expectation - nd rc sc -
Table 1: The different properties of unintentional and inten-

tional violations (disobedience) along four dimensions.

5 COMPLIANCE ARCHITECTURE

We have distinguished unintentional norm violations from disobe-
dience, understood as intentional norm violation, and identified
four types of disobedience. This section presents the institutional
perspective. Once an event is observed, any breach—a violation
of a detached norm instance—is detected, classified, and routed to
a response workflow that matches its role in the system: Type 1
disobedience is responded to institutionally by an audit; for Type 2
functions as a safety valve ensuring that only the right violations
are sanctioned; Type 3 serves as a reform signal for the institution;
Type 4 serves as a noise filter for the institution.

We treat compliance handling as three-tier monitor–classify–
respond pipeline with two guards. The coverage guard requires
that every observed event becomes a recorded case. The exclusivity
guard requires, by default, that each instance of norm violation is
matched to exactly one type of violation and enters exactly one
workflow. When required signals are missing or inconsistent, triage
amends the case record and stores its rationale, or confirms con-
servative default values. If later evidence becomes available, any
resulting change is recorded as re-typing rather than applied as an
unrecorded correction.

We separate the normative system𝑁 from an enforcement policy 𝑃 .
The normative system 𝑁 defines applicability, detachment, conflict
resolution, and breach conditions. The enforcement policy 𝑃 defines
(i) what sanction applies to each case type, and (ii) when an offered
argument (justification, excuse, or explanation) is accepted for



institutional purposes (e.g., to waive a sanction, mitigate a response,
or open a reform channel). This separation keeps breaches visible
even when enforcement practice waives or mitigates sanctions. For
example, Type 2 (norm exception) reflects the agent’s expectation
of no sanction due to a justification; institutionally, this is handled
as a waiver decision under 𝑃 rather than as a change to 𝑁 .

Events, evidence, disclosure, and reasons

Each norm violation is detected as an event. An 𝑒 is a tuple ⟨𝑖𝑑, 𝑎𝑐𝑡𝑜𝑟, 𝑎𝑐𝑡, 𝑡𝑖𝑚𝑒, 𝑐𝑡𝑥, 𝑒𝑣, 𝑎𝑐𝑐𝑡, 𝑎𝑟𝑔⟩.
The component 𝑐𝑡𝑥 represents the contextual fact set relevant to
norm applicability and breach assessment. The component 𝑒𝑣 is
an evidence set (e.g., logs, sensors, witness reports). The compo-
nent 𝑎𝑐𝑐𝑡 is an account of what happened. The component 𝑎𝑟𝑔 is
an optional normative argument: a justification (Type 2), a reform-
oriented explanation (Type 3), an excuse (unintentional), or an
explicit refusal to provide one.

Notation and primitives. Let 𝐶𝑒 be the contextual information
extracted from 𝑐𝑡𝑥 that is relevant for applying norms (e.g., loca-
tion, role, emergency status, applicable system state). Let I be the
universe of norm instances that the institution may generate (e.g.,
concrete obligations/prohibitions for a specific actor and time). The
Tier 1 monitor uses two abstract functions:

• Detach(𝑁,𝐶𝑒 ) returns the set of norm instances that detach
in context𝐶𝑒 (i.e., are applicable after antecedent assessment
and conflict resolution under 𝑁 ), and
• Breach(𝑒, 𝐼𝑒 ) returns the subset of detached instances in 𝐼𝑒
that are violated by the behaviour described in 𝑒 .

The enforcement-policy predicateWaiverPermitted(𝑃, 𝑒, 𝐵𝑒 )means
that, under 𝑃 , a validated justification suffices to waive (or reduce)
the sanction for the breach set 𝐵𝑒 in the 𝑒 recorded circumstances.

Following Section 3, we distinguish the agent’s declared disclo-
sure from being observed. Disclosure is represented by Disc(𝑒) ∈
{hide, indifferent, public}. Being observed is captured by a coarse
predicate Observed(𝑒) derived from 𝑒𝑣 (e.g., there is external evi-
dence or witnesses). We define DecPublic(𝑒) ≡ [Disc(𝑒) = public]
and Public(𝑒) ≡ DecPublic(𝑒) ∨ Observed(𝑒). In Tier 2, we use
DecPublic(𝑒) as the main discriminator for Type 3 and Type 4.
Observation affects what can be proven, but it does not by itself
establish reform intent or sanction-seeking intent.

We use a coarse reason tag

reason(𝑒) ∈
{unknown, none, justification, explanation, excuse} (1)

This tag is extracted from 𝑎𝑟𝑔 (and, if needed, from 𝑎𝑐𝑐𝑡 ). The value
unknown means the institution cannot yet assign a reason tag. The
value none means the institution has confirmed that no normative
argument is offered, including an explicit refusal recorded in the
case file. Triage attempts to resolve unknown. If it cannot, the tag
remains unknown and the classifier proceeds conservatively.

The institution uses evidence 𝑒𝑣 and the account 𝑎𝑐𝑐𝑡 to decide
whether an offered argument is acceptable for institutional pur-
poses.Wewrite JustificationValidated(𝑒), ExcuseValidated(𝑒),
and ExplanationValidated(𝑒) for these checks. At the minimal
level, validation means: the argument is relevant to the alleged

breach, consistent with the recorded account, and not contradicted
by available high-reliability evidence.

For civil disobedience (Type 3), we also require explicit protest
framing and acceptance of sanction, as in Section 4. The predicate
ProtestDeclared(𝑒) holds when the actor frames the breach as a
bid for reform of the underlying rule. The predicate SanctionReady(𝑒)
holds when the actor signals willingness to accept enforcement
rather than seek a Type 2 waiver.

For trolling (Type 4), we require positive cues beyond mere ab-
sence of reasons. We use TrollCue(𝑒) for cues such as boasting in
𝑎𝑐𝑐𝑡 , repeated provocation patterns in the case record, or performa-
tive escalation. We use SanctionSeeking(𝑒) for evidence that the
actor treats sanction as the point of the violation. To remain consis-
tent with Type 4, trolling additionally requires reason(𝑒) = none.

We now consider each tier of the compliance handling pipeline.
As shown in Figure 1.

Tier 1: Norm-state monitor

Tier 1 determines detachment and breach in context 𝐶𝑒 through
antecedent assessment and conflict resolution [11]. Tier 1 computes
𝐼𝑒 = Detach(𝑁,𝐶𝑒 ) ⊆ I and 𝐵𝑒 = Breach(𝑒, 𝐼𝑒 ) ⊆ 𝐼𝑒 . The case
record stores 𝐼𝑒 , 𝐵𝑒 , and the relevant contents of 𝑒 (including 𝑒𝑣 ,
𝑎𝑐𝑐𝑡 , 𝑎𝑟𝑔, and extracted signals).

If 𝐵𝑒 ≠ ∅ and required signals are missing or inconsistent (includ-
ing reason(𝑒) = unknown), triage runs before any typing decision.
Triage may amend 𝑎𝑐𝑐𝑡 , 𝑎𝑟𝑔, and reason(𝑒), and may add support-
ing links into 𝑒𝑣 . If 𝑐𝑡𝑥 changes, then𝐶𝑒 , 𝐼𝑒 , and 𝐵𝑒 are recomputed
and the amendment rationale is stored.

Type 2 (exception) is implemented as a justification-based waiver
decision under 𝑃 , without changing 𝑁 . We define

WaiveJust(𝑃, 𝑒, 𝐵𝑒 ) ≡ 𝐵𝑒 ≠ ∅
∧ reason(𝑒) = justification

∧ JustificationValidated(𝑒)
∧ WaiverPermitted(𝑃, 𝑒, 𝐵𝑒 )

Tier 1 outputs the norm-monitoring status

NM(𝑒) ∈ {compliant, breached, breached_waived}

The value breached_waivedmeans𝐵𝑒 ≠ ∅ andWaiveJust(𝑃, 𝑒, 𝐵𝑒 )
holds. Excuse-based proportionality (if any) does not changeNM(𝑒);
it is handled in Tier 3.

Tier 2: Type classifier

Tier 2 assigns exactly one type

𝑡 ∈ {Obedient,Unintentional,Direct, Exception,Civil, Troll}

matching Section 4. Direct corresponds to Type 1. Exception cor-
responds to Type 2. Civil corresponds to Type 3. Troll corresponds
to Type 4.

If NM(𝑒) = compliant then 𝑡 = Obedient. If NM(𝑒) = breached_waived
then 𝑡 = Exception. Otherwise NM(𝑒) = breached and the classifier
uses signals aligned with Table 1:
• if reason(𝑒) = excuse and ExcuseValidated(𝑒), then 𝑡 =

Unintentional;



Pre-processing + coverage guard

Tier 1A: norm monitoring under N

Tier 1B: validation + waiver checks under P

Tier 2: breach typing

Tier 3: dispatch (policy P )

Workflow outcomes (examples under P )

Observed event e

CreateCase(e)
ObserveExtract(e, P )

Tier 1A: Norm mon-
itoring (under N)

derive case context Ce

Ie = Detach(N,Ce)
Be = Breach(e, Ie)

NM(e) =
compliant ⇐⇒ Be = ∅

Be = ∅ ?
Finalize

NM(e) = compliant
t = Obedient

Missing / inconsistent
signals?

(incl. reason(e) =
unknown)

Triage(case)
amend case record
store rationale
if Ce changes:

recompute Ie, Be

Tier 1B: Validate &
waiver checks (under P )

ValidateClaims(e,Be)
check: justification /
excuse / explanation

vs evidence and account

WaiveJust(P, e,Be)?
(reason= justification

∧ Justifica-
tionValidated

∧ WaiverPermitted)

Finalize
NM(e) = breached waived

t = Exception
Dispatch: waiver workflow

Set status
NM(e) = breached

Tier 2: ClassifyBreach(e)
(precondition:

NM(e) = breached)

Typing rules (Section 5):
Assign exactly one of
{Unintentional,Direct,Civil,Troll}
using declared publicity + reason-kind
+ validation outcomes.

DecPublic(e) ≡ [Disc(e) = public]; obser-
vation alone is not enough.

Tier 3: Dispatch (policy P )
Output typed case (e, t)

Apply enforcement policy P
Route to workflow for t

Unintentional
mitigated response

+ transparency/education

Direct (Type 1)
sanction + audit feedback

Civil (Type 3)
sanction +

protest/reform record

Troll (Type 4)
sanction + exclude
from reform channel

Coverage guard: every observed event be-
comes a recorded case

Exclusivity guard: each breach instance is
assigned exactly one type and enters exactly
one workflow.
Later changes are recorded as re-typing.

start

yes

no

no

yes

no

yes

return to Tier 1A

t = Unintentional t = Direct t = Civil t = Troll

Figure 1: Compliance-management pipeline for an observed event 𝑒

• else if

DecPublic(𝑒) ∧ reason(𝑒) = explanation ∧ ExplanationValidated(𝑒)

and SanctionReady(𝑒) and ProtestDeclared(𝑒), then 𝑡 =
Civil;
• else if DecPublic(𝑒) and reason(𝑒) = none and TrollCue(𝑒)
and SanctionSeeking(𝑒), then 𝑡 = Troll;
• else 𝑡 = Direct.

Direct is the residual breach class. An unvalidated claim does not
trigger the corresponding type.

Tier 3: Response workflows and feedback

Direct cases enter deterrence and audit: the case is sanctioned under
𝑃 , and audit outcomes may motivate improvements to monitoring.
Unintentional cases receive a proportionate response under 𝑃 (often
mitigated) and inform improvements such as transparency, edu-
cation, or interface design. Exception cases record the breach and
issue a justification-based waiver under 𝑃 ; the sanction is waived
(or reduced) without changing 𝑁 . Civil cases apply an enforcement
action (by default a sanction) and also generate a protest record for
governance review of possible changes to 𝑁 . Troll cases are sanc-
tioned and excluded from the reform channel; information about
trolling supports review of sanctions under 𝑃 rather than norm
revision.



Algorithm 1 Per-event processing
Require: Event 𝑒; normative system 𝑁 ; enforcement policy 𝑃

1: CreateCase(𝑒)
2: 𝑒 ← ObserveExtract(𝑒, 𝑃)
3: (𝐼𝑒 , 𝐵𝑒 ) ← Monitor(𝑁, 𝑒)
4: if 𝐵𝑒 = ∅ then
5: Finalize(𝑒, compliant,Obedient, 𝑃 ); return Obedient
6: end if

7: if SignalsMissingOrInconsistent(𝑒) then
8: 𝑒 ← Triage(𝑒)
9: (𝐼𝑒 , 𝐵𝑒 ) ← Monitor(𝑁, 𝑒)
10: if 𝐵𝑒 = ∅ then
11: Finalize(𝑒, compliant,Obedient, 𝑃 ); return Obedient
12: end if

13: end if

14: ValidateClaims(𝑒, 𝐵𝑒 )
15: if WaiveJust(𝑃, 𝑒, 𝐵𝑒 ) then
16: Finalize(𝑒, breached_waived, Exception, 𝑃 ); return Excep-

tion
17: end if

18: 𝑡 ← ClassifyBreach(𝑒)
19: Finalize(𝑒, breached, 𝑡, 𝑃 ); return 𝑡

Together, these guards ensure that every event is handled once,
by a single workflow, and that any later change in classification is
explicitly recorded. Algorithm 1 summarises per-event processing.

6 AGENT DECISION MAKING:

REASON-BASED DISOBEDIENCE

This section connects our compliance architecture with the agent’s
practical reasoning. The institutional architecture classifies what
has happened and determines the corresponding enforcement. By
contrast, the agent’s question arises earlier: which action to take
in the first place, knowing that different actions will be classified
differently and may trigger different sanctions or remedies. We
therefore treat enforcement not as an afterthought, but part of the
agent’s reasons about whether to obey or disobey. In this section,
we use Tucker’s tournament metaphor and dual-scale balancing
model [40].

Tucker discusses the dual-scale theory as part of an ethical ac-
count of reasons, but the mechanism we need is structural. We
abstract from Tucker’s theory and use it as a general model of com-
parative practical reasoning. The core idea is contrastive: reasons
are activated relative to a comparison 𝐴 against 𝐵. In such a con-
trast, reasons have two distinct forces that should not be collapsed
into a single score: a pro-weight that supports choosing 𝐴 rather
than 𝐵, and a con-weight that counts against choosing 𝐵 rather
than𝐴. This dual-scale separation allows us to distinguish (1) when
an act is acceptable for the agent (2) when it is required because
alternative options are ruled out, and (3) how to choose among
several acceptable options.

In our setting, an agent begins by identifying grounds relevant
to the choice at hand—for instance expected sanctions, reputational
effects, personal safety, expected reform impact, public benefits, and
effects on others. These grounds are then activated contrastively:

a ground counts as a reason for choosing 𝐴 only relative to some
alternative 𝐵, and its strength may differ across different contrasts
𝐴 vs. 𝐵.

For each contrast 𝐴 ∥ 𝐵, we distinguish three roles a reason can
play.
• Justifying weight 𝐽𝑊 (𝐴 ∥ 𝐵) measures how strongly the
activated grounds support choosing 𝐴 rather than 𝐵. Intu-
itively, it is the total “push” in favour of 𝐴 in that specific
comparison.
• Requiring weight 𝑅𝑊 (𝐴 ∥ 𝐵) measures how strongly the
activated grounds count against choosing 𝐵 rather than 𝐴.
Intuitively, it captures the pressure that makes 𝐵 hard to
choose in that comparison.
• Commending weight 𝐶𝑊 (𝐴) is used only after we have
determined which options are acceptable. It ranks acceptable
options by how choiceworthy they are in the circumstances.

These three weights are kept separate on purpose: reasons can
support an option without ruling out the alternatives, and con-
versely an option can become decisive when the grounds count
strongly against all its alternatives. When there are more than two
options, we use Tucker’s tournament metaphor: an option 𝐴 is as-
sessed by pairwise comparisons against every alternative 𝐵 in the
choice set. We say that 𝐴 “wins the tournament” when it meets the
acceptability test against each competitor; that is, for all 𝐵 that are
alternative options, the pro-weight for choosing 𝐴 rather than 𝐵 is
at least as strong as the con-weight against choosing 𝐴 rather than
𝐵.

We illustrate the model with online civil disobedience (Exam-
ple 5). In this example, the agent considers three action alternatives:
obey, i.e., do not post the prohibited content; direct disobey, i.e.,
post while attempting to minimise visibility and without protest
framing; and civil disobey, i.e., post publicly, aiming to signal the
need for reform and accepting that a sanction may follow.

For any ordered pair of distinct options (𝑎, 𝑏), let G(𝑎 ∥ 𝑏) be the
set of grounds the agent takes to support choosing 𝑎 rather than 𝑏.
Each ground 𝑔 ∈ G(𝑎 ∥ 𝑏) carries two non-negative weights: a pro
weight JW𝑔 (𝑎 ∥ 𝑏) in favour of 𝑎, and a con weight RW𝑔 (𝑎 ∥ 𝑏)
against 𝑏. Totals are aggregated by summation:

JW(𝑎 ∥ 𝑏) =
∑︁

𝑔∈G(𝑎∥𝑏 )
JW𝑔 (𝑎 ∥ 𝑏),

RW(𝑎 ∥ 𝑏) =
∑︁

𝑔∈G(𝑎∥𝑏 )
RW𝑔 (𝑎 ∥ 𝑏) .

A separate set of commending grounds Gcom (𝑎) yields

CW(𝑎) =
∑︁

𝑔∈Gcom (𝑎)
𝑤𝑔 .

Option 𝑎 is acceptable against𝑏 when its pro weight is not smaller
than the con weight that 𝑏 has against 𝑎:

𝑎 acceptable against 𝑏 iff JW(𝑎 ∥ 𝑏) ≥ RW(𝑏 ∥ 𝑎) .
Option 𝑎 is required against 𝑏 when the con weight against 𝑏 is
stronger than 𝑏’s pro weight:

𝑎 decisive against 𝑏 iff RW(𝑎 ∥ 𝑏) > JW(𝑏 ∥ 𝑎).
We now continue to use Example 5 to illustrate the agent reason-

ing model. An agent considers three action profiles: {Obey,Direct,



Civil}, where Direct is direct disobedience (low visibility, no
protest framing) and Civil is civil disobedience (public protest
framing and sanction-readiness). We present the two pairwise con-
trasts in Tables 2–3.

Table 2: Contrast 1: Civil vs. Obey

(𝑔, 𝑎 | | 𝑏) JW RW Comment

(public_health, civil | | obey) 3 2 breastfeeding normalisation; self-exam education
(reform_efficacy, civil | | obey) 3 2 visible protest can create reform pressure
(integrity_legibility, civil | | obey) 2 1 open, intelligible stance rather than silent compliance
(sanction_cost, obey | | civil) 2 2 avoid strikes/bans and loss of account
(norm_stability, obey | | civil) 2 1 preserve general compliance expectations

Totals: JW(Civil ∥ Obey) = 8 ≥ RW(Obey ∥ Civil) = 3, so Civil
is acceptable; RW(Civil ∥ Obey) = 5 > JW(Obey ∥ Civil) = 4,
so Civil is decisive. Thus, against Obey, Civil is decisive.

Table 3: Contrast 2: Civil vs. Direct

(𝑔, 𝑎 | | 𝑏) JW RW Comment

(reform_efficacy, civil | | direct) 4 3 covert posting rarely generates reform pressure
(integrity_legibility, civil | | direct) 2 1 civil disobedience is transparent, not evasive
(detection_risk, direct | | civil) 2 2 lower chance of detection via low visibility
(sanction_cost, direct | | civil) 1 2 reduced expected sanction severity

Totals: JW(Civil ∥ Direct) = 6 ≥ RW(Direct ∥ Civil) = 4, so
Civil is acceptable;
RW(Civil ∥ Direct) = 4 > JW(Direct ∥ Civil) = 3, so Civil is
decisive. Thus, against Direct, Civil is decisive.

After applying the contrasts, Civil is chosen by the agent against
both Obey and Direct. The choice fixes the outward event profile
that the institution will later read: a public stance, an explicit protest
framing, and sanction-readiness.

7 RELATEDWORK IN NORMATIVE MAS

The community of Normative MAS has frequently tackled the issue
of norm violation. Most of this literature is mainly concerned with
norm monitoring, that is, detecting and sanctioning violations; see,
for example, [4, 11], than with the permissibility and desirability of
disobedience. There are notable exceptions.

Bench-Capon and Modgil [5] argue for Value-Based Reasoning,
“as a means to enable agents to justify norms by reasoning about
the social and moral values that norms are designed to serve”. They
propose a formalism for justifying norm adherence and violation.

Singh and Singh [39] agree that norm adherence should be
grounded in the values the norms are to serve, and they further
argue that an agent has a duty to violate a norm when following
it means diminishing rather than promoting the underlying value.
They follow Habermas [24] who proposes that norm violation can
have three types of justifications: objective (empirically true), sub-
jective (based on beliefs and intentions), and practical (justified in
the social context). Their application of these general justifications
to MAS becomes: promote primary stakeholder’s interests, promote
primary stakeholder’s values, promote public interest, and protest
a norm. The paper conceptualises but does not formalise these jus-
tifications. In this paper we also subscribe to the idea that norms
need to be grounded in the values they are designed to serve.

Lastly, we must mention Chopra and Singh [13] who developed
Custard, a language specifying norm states in a sociotechnical

system, that is specifying whether the norm is inactive, detached,
satisfied/violated. The norm state is computed from institutional
event/data stores.

8 CONCLUSION AND FUTUREWORK

The smooth operation of a MAS requires norms for governing the
operation in a shared environment. We also need to build digital
environments that can handle intelligent agent behaviour in the
correct way. Failure to do so makes for ineffective governing of
multi-agent systems, as well as disrupting societal instruments such
as civil disobedience. In this article, we present a base architecture
for reasoning with and about disobedience in multi-agent systems.
We distinguish four types of intentional norm violation, i.e., disobe-
dience from unintentional violations. We argue the importance of
normative MAS researching and engineering the subject of agents,
which we intentionally violate norms. To that end, this paper should
serve as a first contribution towards a rich prospect of future work,
which we outline in this section.

What we present in this article is the basic construction of a
compliance architecture. In this construction, many details of the
agent and institutional behaviour are abstracted. Enriching each of
these details is a promising direction for future work.

In our current pipeline, once the violation, or event, is typed,
the institution proceeds with its process. We implicitly assume
that the institution is infallible. In practice, agents have the right to
contest decisions about detachment and sanctions [19]. Future work
should explore the contestation process as part of the compliance
architecture. Furthermore, exploring a true multi-agent system
of multiple agent types and perhaps institutions with different
jurisdictions are a particularly hard challenge for future work.

In our types of disobedience, we did not include the cases of
whistleblowing. Whistleblowing is a violation of privacy and some-
times safety norms. It happens when an agent discloses information
from a public or private organisation to reveal issues of immediate
or potential danger to the public [36]. Although whistleblowing and
civil disobedience are similar, they are not the same. Unlike civil
disobedience, whistleblowing can sometimes be done anonymously.
In our present design, we chose not to model whistleblowing be-
cause it is specific to privacy, which would detract from the general
compliance architecture we propose.
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